Learning Objectives

¢ Identify the pros and cons of using a third-party library

¢ Generate a GitHub access token and integrate it with
Django

¢ Use Python to query GitHub and render the response in
HTML



Clone Course 4 Project

Clone Course 4 Project Repo

Before we continue, you need to clone the course4_proj repo so you have
all of your code. You will need the SSH information for your repo.

In the Terminal

® (lone the repo. Your command should look something like this:
git clone git@github.com:<your_github_username>/course4_proj.git

® You should see a course4_proj directory appear in the file tree.

You are now ready for the next assignment.



GitHub Library

Third-Party Libraries vs Raw Requests

In order to make interacting with their APIs easier, many services provide
Python libraries that wrap the API calls.

If you're ever needing to interact with a remote API, the chances are a
Python library has been written for it, possibly by a third party. A Google
search for python library is a good starting point.

When working with a library instead of making requests yourself,
obviously you have to write less code. The libraries sometimes implement
handy features to make navigating between objects easier.

To demonstrate, here’s a sample of working with the PyGithub library,
which we’ll be looking at a bit more in depth soon.

The Github client class (github.Github) is the starting point. It’s instantiated
with an access token (which we’ll see how to get later), which works in lieu
of the username and password. Once you have an instance of Github, you
can retrieve information about the logged-in user with the get_user()
method, which returns a github.AuthenticatedUser.AuthenticatedUser
class:

>>> from github import Github
>>> gccess_token = ".."

>>> g = Github(access_token)
>>> user = g.get_user()

>>> print(type(user))

<class 'github.AuthenticatedUser.AuthenticatedUser'>

We can then get information about the user, like their name:

>>> print(usexr.name)
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What we should notice from this is that PyGithub is automatically
translating GitHub’s REST responses into Python objects. We can traverse
through to other Python objects by using methods on these objects. For
example, we can iterate over a list of repositories that the user has access
to, by using the get_repos () method:


https://pygithub.readthedocs.io/en/latest/introduction.html

>>> for repo in user.get_xrepos():
if "django" in repo.name:
print(repo.name)
print(type(repo))
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<class 'github.Repository.Repository'>

Here when we call get_repos (), PyGithub’s AuthenticatedUser class is,
behind the scenes, making another request (or requests) to GitHub to fetch
that information. For each repository it finds in that response, it’s
transforming it to a github.Repository.Repository object, which we could
then use to traverse further.

Compare that to making all these requests ourselves. We’d have to parse
the data that was retrieved and figure out what API keys and IDs need to be
fed into each URL to get the data we want. Using the library means all that
hard work is done for us.

One downside that you might come across though, is that sometimes
libraries get out of date if they’re not well maintained. A service might
make changes to their API and if the library is authored by a third party
they could lag behind in updating their code to support the changes. This
doesn’t happen very often so on the balance of things, a library should be
preferred if one is available.

Now let’s see how to integrate Django with PyGithub. In particular, we’re
interested in how to make use of the user’s access token.

Django Integration

The method of setting up integration/authentication of your application
with a remote service is going to depend on your use case, and how the
remote service works. We saw back in Course 1 how to set up
authentication with Google. A client ID and key were generated and used to
authenticate our application. Sometimes this information is all you need to
work with a remote APIL. Other times, you also need a user key to identify
each user who’s logged in through your service.

With GitHub and Django Allauth, it’s possible for a user to log in to your site
using GitHub for authentication. You can then fetch their Allauth Social
Application Token and use it to access GitHub as them (but only with the
permissions they have granted your application). This is quite an elegant
solution as all the token handling is done for you as part of authentication.
However it does require quite a bit of setup at GitHub to register your
application - similar to the process involved for setting up an application
for Google authentication.



GitHub also allows a user to create personal tokens for authentication,
which can be revoked at any time to remove access, in case the token is
leaked. The user can feel more secure giving these tokens to a web site than
handing over their username and password. For simplicity, it’s this type of
token we’re going to use when building a site with GitHub integration.

In our example app we’ll create a Profile class to store the token. Let’s do
that now, continuing work on the course4_proj project that we created in
the last section.



Try It Out

Try It Out

First youw’ll need to install PyGithub, with pip:
pip3 install PyGithub

Then we’ll create a new app, called gh (short for GitHub; if we call it github
it will conflict with the PyGithub library). Create the app with the startapp
management command:

python3 manage.py startapp gh

Then make sure to add gh to the list of INSTALLED_APPS in settings. py.

Open settings.py

Next, let’s set up the model for the profile. This should be a familiar process
to you, but to make it quicker you can just copy and paste this code into
models.py in the gh app.

Open gh/models.py

from django.contrib.auth import get_user_model

from django.db import models

class Profile(models.Model):

user = models.OneToOneField(get_user_model(),
on_delete=models.CASCADE)

token = models.TextField()

def _ _str_ (self):

return f"Profile for {self.user.username}"

Then make sure to run the makemigrations and migrate management
commands.

Next, we’ll just use the Django Admin site to manage user profiles. The
Profile model needs to be registered in Django admin, so open admin.py in
gh and paste in this code:


file:///data/384548b2087ba252cf473b690fc74e0a/open_file%20course4_proj/course4_proj/settings.py
file:///data/384548b2087ba252cf473b690fc74e0a/open_file%20course4_proj/gh/models.py

Open gh/admin.py

from django.contrib import admin
from gh.models import Profile

admin.site.register(Profile)

We’ll then need to create an admin user that can log in to the admin site.
Remember this is done with the createsuperuser management command.
Do this now:

Open the terminal

python3 manage.py createsuperuser

Enter information according to the prompts:

Username (leave blank to use 'codio'):
Email address:

Password:

Password (again):

Superuser created successfully.

To verify that this is all working, start the Django dev server, and navigate
to the 7admin/ page. Log in with the username (no email address) and
password that you created. Navigate to the Profiles list, then the Add Profile
page. Verify that you can see the form for selecting a user and entering a
token.


file:///data/384548b2087ba252cf473b690fc74e0a/open_file%20course4_proj/gh/admin.py
file:///data/384548b2087ba252cf473b690fc74e0a/open_terminal

o000 Add profile | Django site admin x e

| < @ O DO 127.0.0.1:8000/admin/gh/profile/add/ X =

Django administration

WELCOME, BEN. VIEW SITE / CHANGE PASSWORD / LOG OUT

Home > Gh > Profiles > Add profile

Add profile

Token:

Save and add another

4
SAVE

add profile form

View Blog

But right now, you don’t have a token! So let’s go and get one.

To continue with the setup, these steps assume you already have a GitHub
account. If not, sign up for one now, it’s free. You’ll also need to verify your
email address with GitHub; this is required.

Once your account is ready and you’ve logged in, you can visit the New
personal access token page to generate a new token. The Note doesn’t
matter as it’s just for your reference. Under Select scopes, just select repo
which will select all the repository scopes.

(XX ] €) New personal access token X |+

& © O @ https://github.com/settings/tokens/new < =

O Search or jump to... Pulls Issues Marketplace Explore

Settings / Developer settings

GitHub Apps New personal access token
OAuth Apps
Personal access tokens function like ordinary OAuth access tokens. They can be used instead of a
Personal access tokens password for Git over HTTPS, or can be used to authenticate to the APl over Basic Authentication.
Note
PyGitHub
What's this token for?
Expiration *
30 days 4 The token will expire on Mon, Oct 25 2021

Select scopes
Scopes define the access for personal tokens. Read more about OAuth scopes.

repo Full control of private repositories
repo:status Access commit status
repo_deployment Access deployment status

public_repo Access public



file:///data/384548b2087ba252cf473b690fc74e0a/open_preview%20https://%7B%7Bdomain8000%7D%7D/admin/
https://www.github.com/
https://docs.github.com/en/github/getting-started-with-github/verifying-your-email-address
https://github.com/settings/tokens/new

github token create page

Then scroll down the page and click Generate Token. On the next screen,
youw’ll be shown the token. Make sure to copy it as it won’t be shown again.
Although, since you’re not using it for anything else you can just create
another new token should you misplace this one.

X €) person x|+
<« C O 8 https://github.com/settings/tokens o =
O Search or jump to. Pulls Issues Marketplace Explore £+ O
Some of the scopes you've selected are included in other scopes. Only the minimum set of necessary scopes has been saved. x
Settings / Developer settings
GitHub Apps Personal access tokens Generate new token Revoke all

Ohuth Apps Tokens you have generated that can be used to access the GitHub API.

Personal access tokens

Make sure to copy your personal access token now. You won't be able to see it againt

+ ghp_OY1KN83k41sLXEJbDFJ4t2e0WxNFj3Ir3F69ASA (0 Delete

Personal access tokens function like ordinary OAuth access tokens. They can be used instead of a password for Git over
HTTPS, or can be used to authenticate to the AP over Basic Authentication.

©2021GitHub, Inc.  Terms  Privacy Security Status Docs

Cantact GitHuh__P: apLT Al ot

github token display

Now that you have the token, head back to the Django admin page and fill
in the Token field on your user’s Profile, then Save it.

o000 Add profile | Django site admin X 4+

<« © O D 127.0.0.1:8000/admin/gh/profile/add/ w

1]

Django administration

WELCOME, BEN. VIEW SITE / CHANGE PASSWORD / LOG OUT

Home > Gh>> Profiles > Add profile

Add profile
User:
ben v +
Token:
ghp_OY1KN83k41sLXEJbDFJ4t2e0WxNFj3Jr3F69ASA
Y,
Save and add another

token added to profile



Now that’s done, we’ll just need a list and template to show the
information. We’re just going to display a list of repositories to which the
user has access.

For simplicity we’re not going to add caching or repeated search
prevention or anything like that. We’ll query the GitHub API each time to
fetch the list of repositories. Obviously, this is not the most efficient
approach. For a real site, we would implement strategies as we saw in the
previous section to cut down the number of requests. For example, on the
user’s Profile, also store a datetime of when the repositories were last
queried and only update them once per minute/hour/day. We could also
come up with our own Repository model to cache data in our local
database. But since the focus of this section is integrating the PyGithub
library with Django and how to store the user tokens, we’re looking at that
aspect rather than Django models, caching, and so forth.

Start by creating a templates directory inside the gh app, then create a file
in it called index.html. Copy and paste this content into it:

<ldoctype html>
<html lang="en">
<head>
<meta charset="UTF-8">

<meta name="viewport"

content="width=device-width, user-scalable=no,
initial-scale=1.0, maximum-scale=1.0, minimum-
scale=1.0">

<meta http-equiv="X-UA-Compatible" content="ie=edge">
<title>Repositories</title>
</head>
<body>
<h2>{{ github_user.name }} has access to:</h2>
<ul>
{% for repository in github_user.get_repos %}
<1i>{{ repository.name }}</1i>
{% empty %}
<1li>No repositories.</1li>
{% endfor %}
</ul>
</body>
</html>

It takes a GitHub user (github_user) as a context variable.Then it displays
the GitHub user’s name (github_user.name) and a list of repositories (from
github_user.get_repos()).

Next open views.py in gh. Add these two imports:

Open gh/views.py


file:///data/384548b2087ba252cf473b690fc74e0a/open_file%20course4_proj/gh/views.py

from django.core.exceptions import PermissionDenied
from github import Github

Then implement a single view function called index. It just creates a Github
instance using the user’s token from their Profile. We have some basic
error handling in case the Profile or token is not set. Then, it passes the
GitHub user instance to the template:

def index(request):
if request.user.is_anonymous:

raise PermissionDenied("Anonymous user not allowed.")

if not request.user.profile:

raise PermissionDenied("User does not have a Profile.")

if not request.user.profile.token:

raise PermissionDenied("User Profile does not have a
token.")

g = Github(request.user.profile.token)

return render(request, "index.html", {"github_user":
g.get_user()})

We won’t be implementing any login or other use management views since
we can just use Django admin’s authentication system, so that’s it for

views.py.

Finally open course4_proj/urls.py. Add an import of the gh views:

Open urls.py

import gh.views

Then route the index path by adding this to urlpatterns:

path("", gh.views.index)

Start your Django dev server, and navigate to the / (index) page. You
should see a page like the one below:


file:///data/384548b2087ba252cf473b690fc74e0a/open_file%20course4_proj/course4_proj/urls.py

([ X N ] Repositories x | +

&« C O D 127.0.01:8000 bad 9 =

Ben Shaw has access to:

o advanced-django

repository list

View Blog

Although, you’ll see your name and the list of repositories to which you
have access.


file:///data/384548b2087ba252cf473b690fc74e0a/open_preview%20https://%7B%7Bdomain8000%7D%7D

Wrap-Up

Wrap-Up

This section was intended as a quick intro to using third-party libraries for
API interaction, and how to store user-specific authentication data. We took
a few shortcuts by using built-in Django features, like the admin
authentication system, and no UI for users to add their own token. To
summarize:

e Third-party libraries should usually be preferred, if they exist for the
service you’re working with. There can be risks that they become out of
date, so check that they appear to be actively maintained before using.

e Ifyou’re using a service for authentication with Django Allauth, as well
as its API, check if the tokens that Django Allauth stores can be used for
API authentication too.

e A Profile (or other) class can be created to store tokens for a user. Don’t
store their username and password for the remote service.

And to summarize the things that we didn’t do, but should, if we were
building this into a real site:

- Set up Django authentication instead of requiring the user to log in via
Django admin.

- Create a GUI for the user to set up their token(s).

- Add models to represent the remote objects we’re using. For example, our
own Repository model, that would allow for local caching.

- Caching to prevent multiple requests for the same user within a short
period of time.

We saw how to set up these features in the previous section, and in earlier
courses.

That brings us to the end of this module. In the next module, we’re going to
look at task queueing with the Celery library.



Pushing to GitHub

Pushing to GitHub



info

Important

You may see the following message when pushing to GitHub.

Action needed: GitHub access token found in
commit, any app using this secret may be
affected

=3

Your OAuth, GitHub App or personal access token
has been revoked

A recent scan found a valid OAuth, GitHub App or personal access token

ir GitHub account in the content of

from unauthorized ac

won't be able to authenticate to GitHub.

GitHub revocation of token

Some repositories have advanced security settings that scan all
uploaded files for sensitive information. GitHub will revoke your token
so others cannot access if they use your code hosted on GitHub. You
would need to generate a new token and add it to Django through the
Admin panel.

You can avoid this problem by disabling the secret scanning for your
GitHub account, but that would decrease your security.

Another solution is to create a .gitignore file which allows us to ignore
the file with sensitive information when pushing to GitHub. To do this,
right-click on course4_pro and select "New File...". Name this file
.gitignore. In this new file, enter the name of the file we want GitHub
to ignore.

db.sqgilte3

Note, ignoring db.sqlite3 will ignore the database for the project. Any
information saved in the database (movie searches, GitHub repos, etc.)
will no longer be available when you pull from the repo. However,
Django will create a new database when you do a manage.py migrate.



https://docs.github.com/en/code-security/secret-scanning/configuring-secret-scanning-for-your-repositories

Before continuing, you must push your work to GitHub. In the terminal:

e Commit your changes:

git add .
git commit -m "Finish github library"

e Push to GitHub:

git push
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